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Product Description

Verify EIite® is a complete NonStop security
compliance and file integrity monitoring solution
which continuously ensures that your Nonstop
system security meets industry standards and
regulations, including PCI DSS, SOX, HIPAA and
GDPR.

Using regularly scheduled compliance checks,
Verify Elite's Security Compliance Monitor can
ensure your compliance with both compliance
regulations and internal security policies.

And using regularly scheduled file integrity checks,
Verify Elite's Files Integrity Monitor ensures that
no unauthorized changes occur to selected groups
of files.

Security Compliance Monitor

Verify Elite's Security Compliance Monitor
includes comprehensive sets of categorized
compliance rules, which can be modified to reflect
local regulations and internal policy.

Security Compliance Monitor Key Features

e  Pre-built customizable compliance rules

e Detailed reporting on regulatory compliance

e Includes rules for PCI DSS, SOX, HIPAA

e Customizable reports

e Intuitive GUI makes compliance checking and
audit reporting easy.

Verify Elite's New Enhanced Ul

Verify Elite

Compliance and File Integrity Monitoring

File Integrity Monitor

Verify Elite's full featured File Integrity Monitor
detects unauthorized changes to selected groups
of files. Each file’s fingerprint is compared to an
original fingerprint to determine if any
unauthorized changes have been made. Alerts can
be generated to provide immediate notification of
unauthorized changes, and reports can be run to
document file integrity.

File Integrity Monitor Key Features

e Monitors both Guardian and OSS files

e Meets PCI-DSS regulation 11.5

e Captures file fingerprints

e Full audit reporting capability

e Alerts for unauthorized changes

e Multi-Node Fileset Compare

e Easily integrated with enterprise security tools

Verify Elite's File Integrity Monitor

Compliance at your Fingertips™
Enhanced User Interface

We've made it even easier for you to address the
critical file monitoring and compliance reporting
requirements with significant changes to the Ul,
for an Enhanced User Experience.

We've also added helpful tips across the product
and made it even more intuitive to use.

[Continued Overleaf]

Page 1



CSPE

COMPUTER SECURITY PRODUCTS.INC.

Unique File Fingerprints

File Integrity Monitor captures a unique
fingerprint of all selected files including:

e Binder Time e File Type

e MD5/MD5-Inc e Owner

e Status Changed e Safeguard

e last Modified e Security Mask
e Security Type e SetUld

e Group e SetGld

e EOF e Record Count

Multi-Node Fileset Compare

Verify Elite's Multi-Node Fileset Compare enables
the attributes of any two filesets on any two
nodes to be compared to each other.
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What’s New in Verify Elite 2.40
Guardian Files can now be monitored for any
changes to Binder Timestamp.

Additional EMS Alerts can be generated when a
file check run fails or has errors, as well as when
files are added or deleted from monitored filesets.
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Compliance and File Integrity Monitoring

Reporting

Verify Elite includes comprehensive and flexible
reporting. Schedule automated runs on multiple
filesets, from hourly checks on critical files to
weekly checks on less dynamic files. Or run ad-hoc
interactive checks as necessary.

Real-Time Alerts Using Alert-Plus®

Use CSP’s Alert-Plus’ product to immediately
communicate all unauthorized file changes to
Security personnel.

File Integrity Alert Reported Using Alert -Plus®
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Enterprise Security Integration

Verify Elite® integrates seamlessly with our suite
of security products to provide a complete
security solution for your HPE NonStop' servers.

Let us show you how CSP can secure your HPE
NonStop servers and maintain compliance with
the standards and regulations that affect you.

Compliance at your Fingertips™

Computer Security Products, Inc.
Tel: 1-800-565-0415 or 1-905-568-8900
Email us at: Sales-csp@cspsecurity.com
Visit us at: www.cspsecurity.com
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