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Protect-X

Automated NonStop Security Compliance

Next Generation NonStop Security Hardening & Compliance Solution

Protect-X is a highly advanced, browser-accessible security hardening and compliance solution for HPE
NonStop, NonStop X, Virtual NonStop and Linux servers. The latest release, Protect-X version 4.0, includes a
variety of features, functions and innovative techniques designed to address today’s compliance challenges

for Guardian/Safeguard and OSS environments.

Protect-X simplifies the process of security hardening. Each node's current security settings are compared to a

large repository of security rules and best practices, sourced from CSP-Wiki®. Weaknesses are identified and

changes are then recommended. Protect-X will continuously monitor all nodes using its customizable rules to

ensure that security hardening is maintained.

Protect-X Key Features:

e Offers role-based compliance hardening for
Safeguard & OSS users

e Ensures compliance via “Verify & Explain”
access features

o Developed using cross-platform agentless
design; deploy on Win, Mac, Linux, etc...

e Includes improved reporting

e Enabled for multi-factor authentication

@ Compliant with hardening rules Protect-X
@ Failed to comply with hardening rules Settings

Hardening is not applicable

Check system compliance against
hardening rules and change system security
settings to comply with hardening rules.

Audit Monitor

View Audit records
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Task scheduling and management

Manage individual seftings and
= user preferences for Protect-X.
Hardening t

e HPE NonStop X and Virtual NonStop ready
e Management of Guardian file permissions

e Guardian user & alias hardening

e 0SS file security management & hardening

e Browser-based, mobile friendly

e Manage SafeGuard users and SafeGuard
Globals

e Enhanced file & user access reports
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https://www.cspsecurity.com/solutions/safeguard-and-oss-security-hardening/protect-x-2/
https://www.cspsecurity.com/solutions/safeguard-and-oss-security-hardening/protect-x-2/
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Automated NonStop Security Compliance

COMPUTER SECURITY PRODUCTS.INC.

Guardian/0OSS Hardening & File Security

Security Hardening is enabled for Guardian users/aliases, SafeGuard Globals and the entire OSS environment,
including OSS files. Protect-X can manage file permissions for both Guardian and OSS environments. You can
change file permissions, manage ownership, locate orphan files, etc.

Hardening

Compliance status of selected systems Rulesets
[3) ALLOW-NODE-ID-ACL
[5 AUDIT-OBJECT-ACCESS-PASS 1005
[3) AUDIT-OBJECT-MANAGE-FAIL
[3 AUDIT-OBJECT-MANAGE-PASS
alec 1o comply with nardening Compliznce with hordering ~1//B) AUDIT-OBJECT-ACCESS-FAIL
rules: [3 AUDIT-OSS-FILTER
[31 OBJECT-WARNING-MODE 00%
[3 SYSTEM-WARNING-MODE 0%
*[JI[E WARNING-FALLBACK-SECURITY 1005
B /M@ Recommended
BV & Authentication s TR
Selected nodes B Defaur e T R
Type  Vemion  Name Stats i | o< | cone [l @
I NONSTOP  HO6 29 \ITANIUM 47% e +12B AUTHENTICATE-MAXIMUM-ATTEMPTS
I NONSTOP L1802 ANS3X 3% T 3 AUTHENTICATE-FAIL-FREEZE
A UNUK 18.04 Ubuntu  VULCAN @ suNDLOGON 1005
& NAMELOGON 00%
B AUTHENTICATE-FAILL-TIMEOUT a00%
3 AUDIT-AUTHENTICATE-PASS
[ AUDIT-AUTHENTICATE-FAIL
21 AUDIT-SUBJECT-MANAGE-PASS
3 AUDIT-SUBJECT-MANAGE-FAIL

Legend: Not applicable or not validated B Failed to comply with hardening rules B Compliance with hardening rules

NonStop OSS Security Hardening Status

Guardian/Safeguard User Management & Compliance

Easily create Guardian user and alias profile parameter masks, and identify any users or aliases that do not
comply. Quickly add, update and delete Safeguard users and aliases. Perform actions like freezing and
thawing users, cleaning and removing objects, without resorting to elaborate scripts.

Before any changes can be made, a change request is created for review. A manager can approve, decline,
implement immediately or schedule the change for later. The ability to customize and restrict user roles, and
task approval workflows is at the core of all actions performed, providing enhanced change control.

Test Drive Protect-X Now!

For more information contact:

=
Hewlett Packard
Enterprise

Technology Partner

Computer Security Products, Inc.
Tel: 1-800-565-0415 or 1-905-568-8900
Email us at: Sales-csp@cspsecurity.com

Visit us at: www.cspsecurity.com
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